MOHD KAIF 9058586306

Asadpur, Moradabad, (UP)
Full-Stack Developer & Security Researcher itsmohdkaif003@gmail.com

Highly motivated Full-Stack Developer and Security Enthusiast with a Master Diploma in Computer Office
Management (91.4% AA Grade). Expert in building responsive web applications and performing security
testing, including SQL Injection and File Upload vulnerability assessments. Founder of YourCoder.in,
dedicated to delivering secure, high-performance digital solutions.

Seeking a challenging role as a Full-Stack Web Developer where | can leverage my expertise in
Frontend/Backend development and Web Security. A detail-oriented and dedicated professional, ready to
apply my technical skills in modern frameworks and secure coding practices to achieve high-quality
organizational goals.

PROJECTS

Full-Stack Web Development (YourCoder.in)

¢ QR Sticker Generator Pro: Developed a high-performance Next.js 14 application with TypeScript
and Framer Motion. Features real-time QR generation with 4x high-res PNG export for vehicle
emergency contacts.

e WebDose (Chrome Extension): Created a tool for real-time local modification of website content,
useful for Ul testing and rapid prototyping.

¢ Professional Ul Portals: Designed and deployed responsive landing pages for industries like
Logistics (Transport Ul) and Manufacturing (3B Enterprises).

ZaikaFit.com | Talbina & Nutrition E-Commerce Portal

e Core Architecture: Developed a robust, end-to-end health and food delivery platform using PHP
(OOP) and MySQLi for secure data persistence.

e Advanced Admin Control Panel: Built a centralized dashboard for real-time management of
products, user orders, and dietary plans. Integrated User Activity Tracking to monitor engagement
and site traffic.

¢ SMTP Integration: Implemented automated email communication using PHPMailer & SMTP for
secure order confirmations, password resets, and promotional newsletters.

e Live Order Tracking System: Engineered a dynamic status update system allowing users to track
their meal orders from "Processing" to "Out for Delivery" using AJAX-based real-time updates.

e Security First Approach: Secured the application against SQL Injection and XSS by implementing
prepared statements and strict server-side input validation.



e Payment & Database Logic: Managed complex relational database schemas for inventory
management, ensuring 100% data integrity during high-traffic transactions.

Web Security & Penetration Testing

e Vulnerability Assessment: Conducted practical security testing on various web applications,
focusing on identifying and mitigating SQL Injection (SQLi) and Insecure File Upload vulnerabilities.

e Secure Coding: Implemented server-side validation and sanitized user inputs in PHP projects to
prevent common web attacks.

o Exploitation Research: Experience in manual exploitation techniques and using security tools like
Burp Suite for testing web logic.

EDUCATION

Master Diploma in Computer Office Management & Publishing (MDCOMP) | National Training Institute,
Reripur (2023 - 2025)

e Achieved a high-distinction 'AA' Grade (91.4%).

e Developed comprehensive skills in M.S Office, Tally ERP 9 with GST, and DTP software (Adobe
PageMaker, Corel Draw).

Higher Secondary Education (12th Grade) | Habibi Public Inter College Dingarpur, UP Board (2021 - 2023)
Specialized in: Physics, Chemistry, Biology
e Cultivated strong analytical and time-management skills.
Secondary Education (10th Grade) | SH Inter College Imratpur Udhon, UP Board (2019 - 2021)
e Established a strong academic foundation.

e Demonstrated consistent academic performance.

TECHNICAL SKILLS & EXPERTISE

Full-Stack Development
¢ Languages: JavaScript (ES6+), TypeScript, PHP (Core & OOP), Python, SQL.
e Frontend: Next.js 14, React.js, HTML5, CSS3 (Flexbox/Grid), Tailwind CSS.
e Backend: Node.js, Express.js, AJAX, SMTP/PHPMailer Integration.

o Database: MySQLi, MongoDB, JSON data handling.



Web Security & Testing
¢ Vulnerability Testing: SQL Injection (SQLi), NoSQL Injection, Insecure File Uploads.
e Security Auditing: Manual Penetration Testing, Input Sanitization, XSS Prevention.
e Tools: Burp Suite (Basic), Google Dorks, Git/GitHub, Vercel, Cloudflare Pages.
Design & UI/UX Tools
e Graphics: Adobe Photoshop, CorelDraw (Logo & Ul Mockups).
e Libraries: Framer Motion (Animations), Lucide Icons, Swiper.js.
Other Technical Skills
e Automation: Python-based web automation and data scraping.
e Deployment: Custom Domain/DNS Management, SSL Setup, Serverless Functions.

e 0S: Windows Expert, Linux Environment (Terminal Basics).

CONNECT & PORTFOLIO

¢ Live Portfolio: kaif.yourcoder.in (Showcasing all live projects and Ul designs)

e GitHub Profile: github.com/mohd-kaif003 (Source code for Next.js and PHP projects)



https://kaif.yourcoder.in/
https://github.com/mohd-kaif003

